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DISCLAIMER: The information in this article is provided for general informational purposes only and should not be considered 
legal advice. This article is not intended to create, nor does the receipt of it constitute, an attorney-client relationship.   

HIPAA Compliance – Guide to DIY 

We often hear from health tech firms that they are interested in HIPAA compliance as a DIY endeavor. It seems 
straightforward enough - the goal of HIPAA makes sense (protect patient data privacy), and the US Department of 
Health and Human Services ensures the regulations are available for reference. HIPAA DIY can also be risky – the 
penalties even for a non-malicious HIPAA breach can range from enforced remediation actions to monetary damages 
and even federal fines, not to mention the harm to a company’s reputation and credibility.  If you choose to DIY, 
here is our recommendation to approach your HIPAA compliance.  

Before we begin: Resist possible temptations 

We recognize that the fastest method to DIY can appear to be “fake it ‘til you make it”. We encourage you to avoid 
the following shortcuts that could have significant consequences. 

1. Skip 
Don’t bypass or delay working through your HIPAA compliance responsibilities. If anyone at your company 
has the potential to come into contact with protected health information, it (really) is required to secure and 
protect the privacy of that data through defined and compliant processes.  Behind that data is a person 
whose life could be seriously disrupted if you’re not careful.   
 

2. Steal 
Through artful Google® searches, you’ve found security policies and procedures published by other 
reputable vendors.  You’ve read a BAA or two.  Now, you can just copy and paste that material to make your 
own compliance processes, right? Inserting canned legalese will come back and bite you. It might be easy to 
pull out details that don’t apply to you, but you don’t know the extent of what would be relevant for your 
organization that was missing from your source. You may also slow down your engagement with potential 
customers if you have trouble substantiating how your actual practices align with what is written in your 
compliance documentation. 
 

3. Fudge 
This is especially tempting to do with the required Risk Assessment and the policies and procedures to 
support your organization’s compliant behaviors. If you are (slowly) working to define and develop policies 
and procedures, that should be ok, right? Maybe not. If you inflate your level of completion of these key 
areas and you find yourself in a possible breach situation, your potential penalties may increase. 

Step 1: Understand HIPAA and how it applies to you 

Start by reviewing a summary of the HIPAA security rule and understanding the purpose and inclusions, to make the 
rest of the detail make more sense. You might also benefit from reviewing some publicly-available summary 

https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
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information from reliable sources, such as state departments of health or the federal regulator charged with 
enforcing HIPAA, the Department of Health and Human Services.   

Then, acquaint yourself with each of the sections and associated content published by the Department. Within 
several sections (Privacy, Security, Breach Notification, and Patient Safety), there is a Guidance link, taking you to 
additional details for how to interpret and adhere to the details of the rule. Start with these, and then read the rest 
of the content.  

Finally, review the actual text of the Privacy, Security, and Breach Notification Rules to ensure you understand how 
all the pieces fit together, and remember to incorporate state specific data privacy considerations that may be 
relevant to you. 

Step 2: Complete a HIPAA Risk Assessment 

As part of complying with HIPAA, you are required to complete a risk assessment, not just once, but periodically. This 
24-page user guide goes through the downloadable online tool offered by the ONC as one way to complete it. A 
word of caution – this tool is challenging! You may prefer to review the safeguards documentation rather than 
navigate the online tool to understand and assess your risk, and you can download three documents (Administrative 
Safeguards [205 pages], Technical Safeguards [139 pages], and Physical Safeguards [115 pages]). 

As you review the potential areas of risk, ensure you are tracking the degree of risk relevant for your specific 
organizational interactions with PHI. This will help you both complete the risk assessment and prepare for Step 3. 

Step 3: Create and enforce policies which mitigate your risk and support your organization’s ongoing compliance 
with HIPAA 

You will find gaps through your risk assessment – that’s the point! The HIPAA Security Series details the standards 
your organization will need to manage and maintain your compliance with HIPAA, including the types of policies, 
procedures, and documentation you must have on file. There are some great resources to get you started, such as 
this system activity review policy document or this contingency planning whitepaper from HIPAA COW. Expect it to 
take time to develop the policies and documentation in the first place, and then ongoing attention from someone to 
both enforce compliance and to adjust documentation as necessary. 

Conclusion 

HIPAA DIY is not impossible, but it does take time, energy, and commitment. If you decide that the DIY approach 
pulls you too far away from your core focus, we’d love to talk about how our approach can help you accomplish 
your goals faster. 

 

https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/for-professionals/index.html
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https://www.healthit.gov/sites/default/files/attachmenta-security_risk_assessment_tool_user_guide_v6.pdf
https://www.healthit.gov/topic/privacy-security/security-risk-assessment-tool
https://www.healthit.gov/topic/privacy-security/security-risk-assessment-tool
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